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(54) ELECTRONIC DOCUMENT APPROVAL SYSJEM AND ITS METHOD 

(57)Abstract: 

PROBLEM TO BE SOLVED: To approve an electronic 
document even when an approver is absent. 
SOLUTION: This system is provided with a means 
allowing an approval requester to designate the approver 
or a substitute approver of the electronic document, a 
means allowing the substitute approver to approve, the 
electronic document when the approver is absent' from a 
terminal and the substitute approver is present at avi f A 
terminal, a means allowing the approver to approve the 
electronic document when the approver is present at the 
terminal, a means confirming presence/absence ofitt|e 
approver and the substitute approver to the terminals by 
sending a ping command to IP addresses of the j, ^ 
terminals logged on by the approver and the substitute 

approver, and a means sending an E mail of an approval request to the one who is to 
approve. v ^ 
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* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1 .This document has been translated by computerrSo the translation may not reflect the 
original precisely. , 
2.**** shows the word which can not be translated. " 

3. In the drawings, any words are not translated. . - 
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[ Drawing 2] 
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[ Drawing 3] 
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[ Drawing 7] 
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[ Drawing 4] 
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[ Drawing 6] 
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[ Drawing 8] 
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* NOTICES * 

JPO and INPIT are not responsible for any ! 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the 
original precisely. 

2. **** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



DETAILED DESCRIPTION 

[Detailed Description of the Invention] 
[0001] 

[Field of the lnvention]This invention relates to an electronic-filing-document authentic method 
for attesting an electronic filing document electronically by computer, and a method for the 
same. 

[0002] , j 

i 

[Description of the Prior Art]When using electronic signature conventionally, the maker (only 
henceforth a "maker") of a document chooses one approving person (only henceforth an 
"approving person") of a document, and does a recognition request at the approving person. 
An approving person checks the contents, and recognizes or dismisses [ recognition ]. 
[0003]lf drawing 7 is referred to, the conventional electronic-filing-document approval system 
will be provided with the communication networks 100, such as the Internet which connects 
these with the maker terminal 10, the approving person terminal 20, the documentation 
management server 40, the authentication server 50, and the treating part gate terminal 60 
mutually. ; u ^, 

[0004]Via the maker terminal 10, a maker accesses th v e documentation management server 40 
and performs document preparation. Completion of creation will perform a recognition request 
to the documentation management server 40. The .documentation management server 40 
notifies an approving person of a recognition request by E-mail etc. An approving person 
accesses to the documentation management server 40, via the approving person terminal 20, 
and performs recognition or recognition rejection afte't'the content confirmation of the 
document by which the recognition request was carried out. When a maker performs issue 
processing of the document which recognition completed, a document is published at a 
treating part gate. 

[0005]The sequence diagram of the electronic authentication method by the electronic 
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authentication method by conventional technology islshown in drawing 8 . 
[0006]lf drawing 8 is referred to, a maker accesses and logs on to the documentation 
management server 140, in order to draw up a document. Completion of document preparation 
will perform a recognition request. Next, an approving person is determined. A maker chooses 
an approving person from the list shown in a screen/If recognition setting out is completed, a 
maker will perform a recognition request to the documentation management server 140. The 
documentation management server 140 transmits the, notice of a recognition request to an 
approving person and a maker. An approving person^accesses and logs on to the 
documentation management server 140 in order to recognize. The contents of a document are 
checked, and if right, it will recognize. Recognition rejection will be carried out if problematic. In 
any case, the notice of recognition or the notice of recognition rejection is sent to a maker. 
When recognized, this writing is published to the treating part gate terminal 60 by a maker's 
accessing to the documentation management server £0, and performing issue processing. 
When recognition rejection is carried out, a maker accesses to the documentation 
management server 140, and performs re-creation of a document. 

[oooz] : ^| 

[Problem(s) to be Solved by the InventionjHowever, there were the following problems in this 
conventional technology. ; ! rj; : 

[0008]l hear that only an approving person will once become accessible to a document at an 
approving person if a recognition request is carried out, attestation remains a document not 
having been accessed but suspended when an approving person is absent, and wait for an 
approving person to access a document must be continued, and it is. 

[0009]This invention provides the electronic-filing-dqcument approval system which solves the 

above problem. , 

[0010] 

[Means for Solving the Problem]An electronic-filing-docjjment approval system by this 
invention is provided with a means to make a recognition client specify an approving person 
and a substitute approving person to an electronic filihg document, and a means to make said 
substitute approving person recognize said eleptronic^filing document when said approving 
person is absent to a terminal and said substitute approving person is present at a terminal. 
[001 1]ln the above-mentioned electronic-filing-document approval system, an electronic-filing- 
document approval system by this invention is further provided with a means to make said 
approving person recognize said electronic filing document, when said approving person is 
present at a terminal. 

[0012]ln the above-mentioned electronic-filing-document approval system an electronic-filing- 
document approval system by this invention, The presence/absence to a terminal of said 
approving person and said substitute approving person, It has further a means to check by 

: ■ r 
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sending the ping (Packet Inter-Network Groper) command to addressing to IP (Internet 
Protocol) address of a terminal in which said approving person and said substitute approving 
person logged on. ■ J - 

[0013]An electronic-filing-document approval system by this invention is further provided with a 
means to transmit an E-mail of a recognition request* to those who do said recognition, in the 
above-mentioned electronic-filing-document approval r s;ystem. 

[0014]ln the above-mentioned electronic-filing-document approval system, an electronic-filing- 
document approval system by this invention is further provided with a means to make said 
approving person recognize said electronic filing document, when said approving person and 
said substitute approving person are absent to a terminal. 

[0015]ln the above-mentioned electronic-filing-document approval system an electronic-filing- 
document approval system by this invention, A means to match said approving person's 
account with said electronic filing document, to memorize it, to match said substitute approving 
person's account with said electronic filing documerit, ; and to memorize it when said approving 
person and said substitute approving person are absent to a terminal, A means in comparison 
with a person's account which is matched with said electronic filing document and memorized 
in account of those who this logged on when there are those who logged on to a terminal, 
When a person's account which is matched with accqunt and said electronic filing document of 
said those who logged on, and is memorized is in agreement, it has further a means to make 
said approving person who is those [ said ] who logged on, or said substitute approving person 
recognize said electronic filing document. ^ - 

[0016]ln the above-mentioned electronic-filing-docum^nt approval system, an electronic-filing- 
document approval system by this invention equips said recognition client with a means by 
which said approving person and said substitute approving person transmit an E-mail of an 
absent purport to a terminal, further, when said apprpying person and said substitute 

Hi 

approving person are absent to a terminal. 

[0017]An electronic-filing-document approval system'by this invention is provided with the 
following. 

A means to make a recognition client specify an approving person to an electronic filing 
document. 

A means to match said approving person's account with said electronic filing document, and to 
memorize it when said approving person is absent to a terminal. 

A means [ said approving person's account / account / <of those who this logged on when there 
were those who logged on to a terminal ], and a meaiis to make said said approving person 
who logs on recognize said electronic filing documentyvhen said account of a person which 
logged on, and said approving person's account are in agreement. 

. bv 
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[0018]ln the above-mentioned electronic-filing-document approval system, an electronic-filing- 
document approval system by this invention equips said recognition client with a means by 
which said approving person transmits an E-mail of an^absent purport to a terminal, further, 
when said approving person is absent to a terminal. 

[0019]ln the above-mentioned electronic-filing-document approval system, an electronic-filing- 
document approval system by this invention is further provided with a means to transmit an E- 
mail of a recognition request to said approving perspfr when account of said those who logged 
on, and said approving person's account are in agreernent. 
[0020] : t\ 

[Embodiment of the lnvention]A maker and an: approving person perform document recognition 
request and recognition via a network from a terminal* and this invention provides the 
electronic signature method with which he lodges the- power of substitute recognition in the 
substitute approving person registered beforehand ongoing out, a business trip, a vacation, 
etc. when an approving person is absent. i% 

[0021]ln drawing 1 , a document preparation person accesses the documentation management 
server 40 via the network 100 from the maker terminal 10. If creation of a document is 
completed, a maker will register an approving person^and will perform a recognition request. 
Here, in being a document of the contents in which stjb.stitute recognition is possible, substitute 
recognition C is chosen, an approving person and ^substitute approving person are 
registered, and it performs a recognition request. V v, 

[0022]The authentication server 50 has managed the certification information of the user who 
uses the network 100. The authentication server 50jriakes a presence judgment by a network 
connection state, password registration, etc. of the maker terminal 10, the approving person 
terminal 20, the substitute approving person terminaL30, etc. 

[0023]lf the documentation management server 40 receives the recognition request from the 
maker terminal 10, in only an approving person's setting out, a recognition request duplicate is 
sent out for the notice of a recognition request to an approving person through an E-mail etc. 
to a maker. In setting out for which substitute recognition is good, the documentation 
management server 40, An approving person's presence check is performed to the 
authentication server 50, when an authentication person is presence, a recognition request 
duplicate is sent out for the notice of a recognition, request through an E-mail etc. to a maker to 
an approving person, and if the authentication person'is absent, a recognition request 
duplicate is sent out for the notice of a recognition request to a substitute approving person 
through an E-mail etc. to a maker. Respectively, from the approving person terminal 20 and 
the substitute approving person terminal 30, the approving person and substitute approving 
person who received the recognition request accessed the documentation management server 
40, and perform acknowledging processing. If there ale; directions of issue from the maker 
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terminal 10, the electronic filing document attested to^the treating part gate terminal 60 will be 
published. \i 

[0024]When drawing 1 is referred to, a 1st embodiment of the electronic-filing-document 
approval system of this invention, It has the commumgation networks 100, such as the Internet 
which connects these with the maker terminal 10, thaapproving person terminal 20, the 
substitute approving person terminal 30, the documentation management server 40, the 
authentication server 50, and the treating part gate terminal 60 mutually. 
[0025]The maker terminal 10, the approving perso^fterminal 20, and the substitute approving 
person terminals 30 are information processors, such"' as a personal computer used by the 
maker and approving person of a document or a list. The maker terminal 10 is accessed to the 
documentation management server 40, and it has creation of a document and a list, an 
approving person's setting out, and the function to perform a recognition request. The 
approving person terminal 20 is accessed to the documentation management server 40, and it 
has a function in which a document and a list carry oyt recognition and recognition rejection. 
Like the approving person terminal 20, the substitujt^approving person terminal 30 is accessed 
to the documentation management server 40, and h^a^^a function in which a document and a 
list carry out substitute recognition and recognition : i;pj(bction. The maker terminal 10, the 
approving person terminal 20, and the substitute approving person terminal 30 can also share 
one terminal. However, in this embodiment, the expedient top of explanation, the maker 
terminal 10, the approving person terminal 20iand^the substitute approving person terminal 30 
are distinguished. 

[0026]The documentation management server 40 is constituted by information processors, 
such as a workstation server. The documentation management server 40 is provided with the 
following. 

The function to detect the recognition request from the maker terminal 1 0. 

The function to extract the approving person and substitute approving person who are 

recognition trustees. 

The function to ask the authentication server 50 the^presence information on a recognition 
trustee. ; 1 : ^tt 

I'M 

The function to publish the notice of a recognition request based on an approving person's 
presence information. ;r; ^ 

The check of presence information is used in order to determine the issue place of the notice 
of a recognition request. * \ * 

[0027]The authentication server 50 is constituted by information processors, such as a 
workstation server. The authentication server 50 is prbyided with the following. 
IP (Internet Protocol) address table of each terminal. 

The function to have a user's account and password information and to make a user's 

* v. ■ 
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presence judgment from a registered status. * r* 1 *"* 
The function to check a network connection state, 

[0028]The treating part gate terminals 60 are information processors, such as a personal 
computer. In the treating part gate terminal 60^ it worjks based on the contents indicated on the 
document and the list. - 

[0029] With reference to drawing 1, and 2, 3, 4 : and S^pperation of this embodiment is 
explained in detail. - 

[0030] If drawing 2 is referred to, a maker will switch on the power supply of the maker terminal 
10, will perform password input, and will perform user,.authentication. Similarly, the substitute 
approving person A switches on the power supply of the substitute approving person terminal 
30, performs password input, and performs user authentication. By performing user 
authentication, the various systems in the network : 4fl0ibecome available. The authentication 
server 50 stores the IP address of the user who attested, and account information in the 
memory in the authentication server 50. As shown Ip jjrawing 5 , IP address information is not 
stored about the IP address by which authentication-registration was carried out, and the 
account which is not attested by acting as Rink of t^account. In the example of drawing 5 , 
since a maker and A are attested, the IP address which acts to these as Rink occurs, but since 
a and B are not attested, there is no IP address whichjacts to these as Rink. 
[0031 ]A maker accesses and logs on to the documentation management server 40, in order to 
draw up a document. Completion of document preparation will perform a recognition request. 
As shown in drawing 4, a maker chooses whether whether only an approving person is set up, 
an approving person, and a substitute approving person are set up. In the example of drawing 
^(a), it has chosen setting up an approving person and a substitute approving person. Next, 
an approving person and a substitute approving pejson are determined. A maker chooses an 
approving person and a substitute approving perso%frpm the list shown in a screen. In the 
example of drawing 4 (b), the binary name of A and-B is set up as one person of only a, and a 
substitute approving person as an approving person^ JJ/ecognition setting out is completed, a 
maker will perform a recognition request to the documentation management server 40. The 
documentation management server 40 transmits tK^fccount information of an approving 
person and a substitute approving person set up by the maker to the authentication server 50, 
and asks a presence situation. As opposed to whether ihe authentication server 50 has the IP 
address which is acting to the account information of the inquiry as Rink, and the IP address 
which search, and corresponds if it is, The connection-confirm by the ping (Packet Inter- 
Network Groper) command which is a command which checks the connectivity on an IP 
network is performed, and a junction state result is notified to the documentation management 
server 40. The recognition request of the documentation management server 40 is determined 
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as follows. - W 

Only an approving person's setting out -> - To an approving person by recognition request 
transmission and an approving person, and substitute approving person setting out. An 
approving person to a presence -> approving person'Jby recognition request transmission and 
an approving person, and substitute approving persoiVsetting out. Since the approving person 
a is an absent seat in the example of recognition request drawing 3 for an absence -> 
approving person also with an approving person and a substitute approving person and the 
substitute approving person A is at his desk to! the approving person absence and the 
substitute approving person presence -> substitute approving person by a recognition request 
and an approving person, and substitute approving person setting out, the notice of a 
recognition request has been transmitted to the substitute approving person A and the maker. 
The substitute approving person A accesses and logs bn to the documentation management 
server 40 in order to recognize. The contents of a document are checked, and if right, it will 
recognize. Recognition rejection will be carried out if problematic. In any case, the notice of 
recognition or the notice of recognition rejection is sent to a maker. When recognized, this 
writing is published to the treating part gate terminal 60 by a maker's accessing to the 
documentation management server 40, and performing issue processing. When recognition 
rejection is carried out, a maker accesses to the documentation management server 40, and 
performs re-creation of a document. ^ 

[0032]Next, a 2nd embodiment of this invention is described in detail using a drawing. 
[0033]A 2nd embodiment of this invention differs frorn^a 1st embodiment in that a recognition 
request is transmitted, after the documentation management server 40 checks an approving 
person's presence. 

[0034]The documentation management server 40 is provided with the following. 

The function which notifies the number of the document which carries out a recognition request 

to the authentication server 50 at the time of a presence check. 

The function which transmits an absent notice of aq^approving person and a substitute 

approving person to a maker when an approving person and a substitute approving person are 

all the members absences. ; 

The function which will transmit the notice of a] recognition request to a maker and an 
approving person, or a substitute approving person if the notice at which the approving person 
or substitute approving person of the document by whom the recognition request is suspended 
was present is received from the authentication server 50. 

A publication number is the number decided uniquely'here. The authentication server 50 is 
provided with the following. V; ; 

The function in which an approving person and a substitute approving person memorize 
account of the absent publication number, its approving person, and a substitute approving 

' -vA 

: ft- 
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The function to judge whether the newly attested account is in agreement with the account 
memorized together with the publication number of an approving person and a substitute 
approving person absence. 

The function which transmits the notice of documentation management server 40 presence 
when in agreement. ; 

[0035]Next, operation of this embodiment is explained. 

[0036]When the documentation management server jfo asks the authentication server 50 the 
presence situation of an approving person and a substitute approving person, it adds the 
unique publication number managed within the documentation management server 40, and 
transmits. If an approving person and a substitute approving person judge wholly that he is 
absent, the authentication server 50 will memorize account of a publication number, an 
approving person, and a substitute approving person.iand will notify the presence confirmative 
advice which shows an absent purport to the documentation management server 40. If 
presence confirmative advice is received, the documentation management server 40 will notify 

» 

him of requesting recognition, as soon as an approving person or a substitute approving 
person is present at a maker for an approving ; persori l absence. If the substitute approving 
person A who is a recognition qualification person (an-authentication person and a substitute 
authentication person) attests, the authentication server 50 will search whether the substitute 
approving person A is a recognition qualification person of the publication number suspended 
by the recognition request. Since the substitute approving person A is a recognition 
qualification person, the authentication server 50 notifies presence of a publication number and 
the substitute approving person A to the documentation management server 40. The 
explanation which overlaps since other processings^re the same as that of a 1st embodiment 
is omitted. , 

[0037]The function added to a 1st embodiment of the functions of a 2nd embodiment can be 
applied also when not setting up a substitute approving person. 

[0038]Each of above-mentioned servers and operation of the above of each terminal are 
performed, when each of above-mentioned servers arid each terminal read the computer 
program for carrying out the above-mentioned operation to each of above-mentioned servers 
and each terminal from a recording medium and execute it. 

[0039] '. 

[Effect of the InventionjAs explained above, accordjng to this invention, if it is a document in 
which substitute recognition is possible, the effect that recognition waiting time can be 
shortened will be done so by performing a recognition request preferentially to the presence 
person who can recognize. This is because the use/'sjpresence situation was managed by the 
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